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1. OO01me MoN0XKEHUA

Hacrosimee IlonokeHue ompenensier TpeOoBaHUS 1O  00ECIIEUEHUIO
0e30macHOCTH aBTOMATU3UPOBAaHHON MH(OpManmoHHOM cuctemsl (nanee - AUC)
MYHUIIUTIATBHOTO OFOJIKETHOTO JOUIKOJIBHOTO 00pa3oBaTEIbHOTO YUPEKICHUS
«erckuit cag Ned2 «MarepuHckas mikona» ropoja HeBuHHombiccka (manee —
Omneparop).

AUC npexacraBnsier  coboit  IT-cuctemy, mpeaHa3HAYEHHYIO  JJIA
ABTOMATHU3AIMH TPOIIECCOB (PopMUpOBaHUS, 00pabOTKM M aHaIM3a WHOOPMAITUU
10 OCHOBHBIM HampaBlIeHUsIM JestesibHocTu Oneparopa.

OcHoBHBIMU GYHKIIMOHATBHBIMU BO3MOKHOCTIMU AVC OniepaTopa sIBISIOTCS:

e (opmupoBanue, xpaHeHUE U OOHOBJIEHHE CBeieHH 0 cTpykType OV,

e (QopmupoBaHuEe, XpaHEHUE U OOHOBJICHUE CBEIACHUU O MEIaroruMuecKoM
cocTaBe U o0cykuBatoiiero nepconana JJOVY;

e (QopmupoBaHue, XpaHEHHE M OOHOBJICHHE CBEJICHHH 00 TuTaHaXx padoThI
nearoruueckoro CocTana;

e (QopmupoBaHue, XpaHeHUE U OOHOBJIEHUE CBEJEHUU 00 ydyeOHOM (yuyeOHO-
MIPOU3BOICTBEHHOM) IJIAHE;

e (QopmupoBaHue, XpaHeHHE M OOHOBJICHHE CBEICHHI 00 ydeOHOW Harpyske
nearoruaeckoro CocTana;

e (QopmupoBaHue, XpaHeHHUE U OOHOBJICHHE CBEICHUM O HAay4YHOU M y4yeOHO-
METOJUYECKON MPOIYKIHH (METOANYECKUE PEKOMEH AU, YI4eOHbIE TOCOOUSI,
MoHorpaduu, nyOJuKalKK) MeJarorndyeckoro cocTana;

¢ (opmupoBanue, xpaHeHHE U OOHOBJICHHE CBEICHUI O BOCITUTAHHUKAX;

e (opmupoBaHue, XpaHEeHHE W OOHOBIICHHE CBEJICHHI O pe3yibTaTax y4eOHOTro
nporiecca (UTOTH JUArHOCTHUKH);

e aHanuTUYecKkas oOpaboTka MH(OpMaAUU O MPOBEIECHUU Y4eOHOro mpoiecca
KaK 3a OTYETHBIN MTEpUOJ, TaK U O TeKylen aesareapHoctu JOY.

B xauecrBe wundopmamumu, mnomirexamen 3ammure B AWC Omneparopa,
paccMaTpUBaIOTCS:
® TIEPCOHAJIbHBIE JaHHbIE COTPYAHUKOB JJOY;
® [ICPCOHAIBHBIC JaHHBIC BOCIHTAHHWKOB, WX pOAMWTENICH  (3aKOHHBIX

Mpe/ICTaBUTEIICH ).

[Tpu obGecnieuennn 6€30MaCHOCTH MTEPCOHABHBIX IAHHBIX B MH(POPMAITMOHHOM
cuctreme OmnepaTop PYKOBOACTBYETCS CIEAYIOIIMM: BBIOOP CPEACTB 3aIllUThHI
uHGOPMAITUH TSI CHCTEMBI 3alTUThl  TIEPCOHAIBHBIX JTAHHBIX; OMPEICIICHUE THIIA
yIpo3 0e30macHOCTH NEPCOHATBHBIX  JaHHBIX, AKTyaJlIbHBIX IS
WHOOPMAITMOHHOW  CHCTEMBI;  YCTAHOBJIEHHE W  OO0ECTIEeUYeHHEe  YpOBHS
3aMUMEHHOCTH  TIEPCOHATBHBIX  JIAHHBIX B WH(MOPMAIIMOHHOW  CHUCTEME



npou3BoauTcss OmepaTopoM B COOTBETCTBUU ¢ TpeOoBaHWMAMH K 3aIlHUTe

NEPCOHANBHBIX JIAaHHBIX MpPU HUX 00paboTke B HH(POPMAIMOHHBIX CHUCTEMax

NEPCOHANLHBIX JAHHBIX, YTBEPKIEHHBIX TOcTaHOBIIeHUEeM [IpaBuTtenscTtBa PO oT

1 HOs16pst 2012 . N 1119.
OCHOBHBIMH TPYIIIAMH YTPO3, Ha MPOTHBOCTOSHHE KOTOPHIM HaIPaBJICHBI

1eH U TpeOoBaHus 0€30MaCHOCTH, SIBISIFOTCS:

® YIpo3bl, CBSI3aHHBIE C OCYIIECTBICHHWEM HECAHKIIMOHUPOBAHHOTO JOCTYyIMa
(o3HakomiIeHUs1) ¢ uMH(OpMaluen, coaepkailei CBEAEHUS O MEPCOHATBHBIX
JAaHHBIX paOOTHUKOB M BOCHHUTAaHHUKAX, WX poAUTeNed (3aKOHHBIX
peACTaBUTEIICH ), TIPU €€ 00pabOTKE U XpaHCHUH;

® VYIpoO3bl, CBS3aHHBIC C HECAHKIMOHHPOBAHHBIM KOIMMPOBAHUEM (XHUIIICHHEM )
nH(}OpMAITH, Colep KaIle CBEACHHS O MEPCOHANBHBIX JAaHHBIX PAOOTHUKOB U
BOCITUTAHHUKAX, UX POAUTENEH (3aKOHHBIX MPEACTaBUTENCH );

® YIpO3bl, CBA3AHHBIC C OCYIIECTBICHUEM JIOCTYyNa K MHPOPMALIUHU, COAepIKAIIICH
CBEIICHUS O TEPCOHATBHBIX JAaHHBIX PAOOTHUKOB W BOCTHTAHHHWKAX, WX
poauTenel (3aKOHHBIX MPEACTaBUTENCH ), 0€3 pa3pelieHnus Ha TO €€ BIajelblia
(cyOBbekTa nmepcoHaIbHbIX JIaHHBIX);

® VYIpoO3bl, CBS3aHHBIC C HaApYIIEHWEM TMOpsAKa JocTyna K uH(opMaIuy,
coJepKallel  CBeleHUs O MEPCOHANBHBIX  JIAaHHBIX  PaOOTHUKOB
BOCITUTAHHUKAX, UX POAMUTENICH (3aKOHHBIX MpPEJICTaBUTEINEH), TepeaaBacMoi
3aMHTEPECOBAHHBIM JIUIIAM;

® VYIpO3bl, CBSA3aHHBIC C TIEPEXBaTOM WH(OOpPMAIUHU, COAEp)KaIIel CBEICHUS O
MIEPCOHANIBHBIX JaHHBIX PAOOTHUKOB W BOCIHUTAHHUKAX, HMX POJIUTEICH
(3aKOHHBIX  MpEACTaBUTENEH), M3 KaHAJIOB NEepeAadyd  JaHHBIX C
MCIIOJIb30BAaHUEM CIIEIUATN3UPOBAHHBIX TPOTPAMMHO-TEXHUYECKUX CPEJICTB;

® VYIpo3bl, CBsA3aHHBIE C TOoTepel (yTparoi) wuHOpmaIuu, coaepKaliei
CBEIIECHUS O TMEPCOHAIBHBIX JAaHHBIX PAOOTHUKOB W BOCIHTAHHHWKAX, WX
poauTeneil (3aKOHHBIX MPEJCTaBUTENEH), BCIEACTBUE COOEB (OTKA30B)
IPOrPAMMHOTO U aMapaTHOTO 00eCIeueHus;

® VYIpo3bl, CBS3aHHBIE C BHEAPCHUEM KOMIBIOTEPHBIX BHUPYCOB U JIPYTroro
BPEOHOCHOTO IPOrPaMMHOTO 0OeCTIeueHUs;

® VYIrpo3bl, CBSI3aHHBIE C  OCYIICCTBIICHHEM  HECAHKIIMOHUPOBAHHBIX
UH(OPMAITMOHHBIX BO3/ICHCTBUN (HAIIPaBJICHHBIX Ha «OTKAa3 B 00CITy)KHBaHUI
JUTSL CEPBHUCOB, MOJIU(DUKAINIO KOHPUTYPAITMOHHBIX JaHHBIX MPOTPAMMHO-
anmapaTHBIX CPEJICTB, TOA00p ayTeHTU(HUKAITMOHHON HH(OPMAITUH U T.11.).

OyHKIIMOHAIbHBIE TPEOOBaHUS 0€30MIaCHOCTH OXBATHIBAIOT:
e TpeOOBaHMS K OCYIIECTBICHUIO ayIuTa 0€30MacHOCTH;



e TpeOoBaHMs K OOECIEUEHHUIO MOATMHHOCTH CYObEKTOB 0OMEeHa MH(pOpMaLneH;

e TpeboBaHM K KpUNTOrpaduiecKoi moaepKKe;

e TpeOoBaHMs K 3auuTe HH(GOPMAIIUH, COEPIKAIIEH CBEICHUS O MEePCOHATBHBIX
JaHHBIX PaOOTHMKOB W  BOCIMTAaHHUKAX, MX pOAMUTENCH (3aKOHHBIX
npeacTaBuTeNei);

e TpebOoBaHMs K UIECHTU(UKALNU U ayTeHTU(pUKauu noias3oBateneil AUC;

e TpeOOBaHMS K YIPABJICHUIO O€3011aCHOCTBIO;

e TpeOOBaHMS K 3alllUTE CUCTEMbI 0€30I1aCHOCTH.

2. OcHOBHBIE (pYHKIMOHAIbHBIE BO3MOKHOCTH AVIC, cBsI3aHHBIE
c obecrnieueHueM 0e30MacHOCTH (3aUTON nHpOpMarn)

2.1. 3ammTa JaHHBIX OJIE30BaTE.

AUC nomxHa OCYWIECTBIATh (YHKIUMM W TOJUTUKY HW30HUpaATENbHOTO
(TMCKpELIMOHHOI0)  YIIpaBJICHHS  JOCTynoM. M30upaTenbHoe  ymnpaBicHHE
JOCTYIIOM  JIOJDKHO  TIPEJOCTaBJISATh ~ BO3MOXXHOCTH ~ OrpaHUYMUBATH U
KOHTPOJIMPOBATh JIOCTYN K CHUCTEME M K MHGOPMAIlUU, COJCPKAIICH CBEICHUS O
MEPCOHAIBHBIX TaHHBIX.

Kaxnpei [lonb3oBatens, nbliTaromuiicss noiayuutbh aoctyn k AUC, chauana
JOJDKEH MPOXOAUTH MPOLIEAYPY UACHTU(DUKAIUYA U ayTeHTU(UKAIIUU, a 3aTEM, MIPU
MOMBITKAX  MOJY4YeHUs JIOCTyna K aKTUBaM, — aBTOPHU3AIMIO, T.€. MPOBEPKY
paspemieanii  [lomp3oBarenis MO OTHOIICHHWIO K KaKOMY-JTHOO 3alluIacMoOMy
aKTHUBY.

B AUC goctyn x wuHbOpMamuu JOJKEH OBITh pa3pelieH  TOJIBKO
ynoaHOMOYEHHBIM Ha 23T0 Ilomb3oBatensM. Mogens 3amutel AVMC poipkHa
BKJIFOYATh KOMIIOHEHTBI, KOTOPBIC PEAIU3YIOT KOHTPOJIh CYOBEKTOB JMOCTYIIA,
JNEUCTBUM, TMPEANPUHAMAEMBIX KOHKPETHOM CYIIHOCTBIO MO OTHOILICHUIO K
00BEKTY JI0CTYIIA.

Kaxnprit  o0wbexkt goctyma, mnpencraBieHnbii B AUC, nomkeH ObITh
OJIHO3HAYHO aCCOIMUPOBAH C HAOOPOM aTpuOYTOB OE€30MACHOCTH, OMPEACIISTIONINX
0e3omacHOCTh 3amuiaeMoro ooObekTa. JlaHHblE HabOp aTpUOYTOB JTOJKEH
dbopMuUpOBaThECSI TPH CO3JAaHUU OOBEKTAa M BIIOCIACIACTBHH MOXKET MEHSTHCS.
HN3Menenne ux 3HAYEHWH JOJDKHO OBITH oOecriedueHO Toabko Iloab3oBareisam,
UMCIOIIIUM ~ CTaTyCc BJajeiblla O0O0ObEeKTa, a TakkKe CyObeKTaM, KOTOPhIM
PEAOCTaBICHBI COOTBETCTBYIOIINE TOJTHOMOYHS.

2.2. Ayaut coObITH 6€30ITaCHOCTH.

AUC nomxnHa obecnieunBaTh HAOOP CPENCTB ayAWTa, NMpeAHA3HAYECHHBIX IS
MOHUTOPUHTA U OOHAPYKEHHUS HEXKENATENbHBIX YCJIOBHM, KOTOPHIE MOTYT
BO3HUKHYTh, a TaKXe COOBITHI, KOTOpPbIE MOTYT TPOU3OHUTH B CHUCTEME.
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MOHMTOPUHT OTHOCALIMXCA K O€30MacHOCTH COOBITHIl JOJIKEH IMO3BOJATH
oOHapy>XUBaTh HapyluTenel Oe30MacHOCTH, a TaKXKe BBISBIATH IOIMBITKA
HecaHKIMOHUpoBaHHOTrO Jnoctyna k AWMC wnm  poctyma K - 3amivinaeMon
uHdopmaiuu. B yactHocTH, omnpezaenss MOMUTHKY ayAuTa, YHIOJIHOMOYEHHBIN
agmuHucTparop AUC 10okeH UMETh BO3MOXKHOCTh OCYIIECTBIIATH AYJUT TOJIBKO
HEOOXOJAMMBIX THUIIOB COOBITHI O€30IaCHOCTH, TaKMX KaK HEyAAauHbIE MOIBITKA
nonkitoueHus: monb3oBateneil k AVC. 3amuce pe3ynbTaTroB ayAauTa COOBITHI
0€30MacHOCTH JOJDKHA OCYHIECTBIATHCS B IKYpHAIbl PETUCTPAlMU  COOBITUH
ayJiiTa, JOCTYIl K KOTOPOMY JOJKEH OBITh pa3pellieH TOJIBKO YIOJIHOMOYEHHOMY
agmunuctparopy AWC. JlanHble cpeacTBa JOJKHBI IPEIOCTABISATH BO3MOXKHOCTh
MOHUTOPUHTA M PETUCTpAIlMM TOJbKO TeX COOBITHH ayauTa, KOTOpbIe
YAOBJIETBOPSIOT 33JAHHBIM KPUTEPUSAM, YTO MTO3BOJIUT OTPAHUYUTH OOBEM JTAHHBIX,
coOMpaEMBIX O COOBITUSIX 0€30MaCHOCTH.

2.3. Unentudukanus 1 ayTeHTUPUKAU.

AUC pomxHa TpeboBaTh, 4YTOOBI BCE CYOBEKTBI JOCTyINa YHUKAJIBHO
UACHTU(DULIMPOBATIUCH U ayTeHTUuumpoBanuck npu gocryne k AVC ¢ nomoisio
BBOJIa uAeHTU(UKaTopa U napoiisa. Unentudukanus u ayreHTUDUKAIUS TOJDKHBI
OCYIIECTBIISITCS /10 BBINOJHEHUS CYOBEKTOM JOCTyHa KaKuX-IMOO JEHCTBUM.
AUC nomxHa mnoaaepxkuBath ayreHTudukanuio I[lomb3oBareneit BMecTe C HX
apropuzauueid. IlpegycmarpuBaercs, uro  aBropu3auusa llomb3oBarteneit
MPEACTABISIET HAYaJbHBIM YPOBEHb JJI pa3pelieHsl JO0CTyna K JOKaJIbHBIM H
CETEBBIM pecypcam.

AUC nomxnHa oOecrieyuBaTh XpaHEHUWE TMaposiiel B TpeoOpa3oBaHHOM
¢opmate. AUC nomkHa NOpenoOCTaBIsATh CPEACTBA YCUICHHUS O€30IacHOCTH
napojeil 4epe3 HCIOJb30BAHME MEXAHMW3MOB, IO3BOJSIIOIIMX  ONPEIEIUTh
MUHUMAJIBHYIO JJIMHY, BpeMsl IeWCTBUs (MUHUMAJIBHOE U MaKCUMAJIbHOE), 33/1aTh
TpeOOBaHNE YHUKAIBLHOCTHU (HEMOBTOPSIEMOCTH) U BPEMsI CMEHBI TapOJI.

ANC nomxHa TpenoCTaBIsATh MEXaHU3M OJIOKUPOBAHUS YYETHON 3amucu
MOJIH30BATENS MTOCJIE ONPEAEICHHOr0 KOJIMYECTBA MONBITOK BBOJA HEMPABUILHOTO
UMEHHU W/WUIU MapoJisi MOJb30BaTENsl 10 €€ Pa30JOKUPOBaHUS aJAMHHHUCTPATOPOM
AUC wiym 10O HCTEYEHWHM BpPEMEHHM JEWCTBHS, 33JaHHOIO JMJI1 CUETYMKa
OJIOKMPOBKH.

2.4. 3amuTa cucTeMbl 0€30MaCHOCTH.

AWC poikHa NMPEaOCTaBISATh PsiZil BOZMOXKHOCTEH JjIsi 00OECTICUCHHS 3alllUThI
cucteMbl Oe3zonacHOCTH. M3omsiuus NpoLEecCOB M MOAJAEPNKAHUS  JIOMEHa
0e30macHOCTH  JIOJDKHBI  00ecrieynBaTh O€30MacCHOE BBINOJIHEHHE (PYHKIUN
cuctembl Oe3omnacHocTh AMC. Bo3MOXXHOCTH OCYLIECTBIICHUS MEPHOIUUYECKOTO
TecTUpoBaHus cpenbl  QyHkimoHnupoBanuss AWC (ammapaTHoil 4YacTu) #
coOcTBeHHO camux (pyHKIMi cuctemsl 6e3onmacHoct AVC moimkHO oOecrieuynBaTh
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nojAepkaHue yBepeHHocTH anMmuHuctpatopa AMWMC B  UETOCTHOCTH H
KOPPEKTHOCTU (PYHKITMOHUPOBAHUSA (PYHKIIMI CCTEMBbI O€30aCHOCTH.

3. OCHOBHBIC (I)YHKHI/IOH&TIBHBIC BO3MOXXHOCTH ITOBBIIICHUS HAJCKHOCTH

ANC nomxHa obecrieynBaTh HAJACKHYIO 3aIIUTY JAHHBIX OT HEMPEIBHUICHHBIX
cOOeB WM OTKa30B CHCTEMbI, OOecleuyuBas CIEAYIOIHe BO3MOXXHOCTH II0
MTOBBINICHUIO HAJIC)KHOCTH.

3.1. Pe3epBHOE KONTMPOBaHUE JAHHBIX

B AUC nomxHbl BXOAUTH CTaHAAPTHBIE CPEJCTBA MPEAOTBPAILICHUS MOTEPH
JAHHBIX M WX BOCCTAaHOBJICHHMSI B cCllydae BO3MOXKHBIX cOoeB. Hmeromuecs
CpelICTBa PE3EpPBHOIO0 KOMMPOBAHMS JIOJDKHBI HIpenocTaBisaTh [lonb3oBarensm
BO3MOXXHOCTh  BBIOOpa pPa3NUYHBIX CTPATETHHl PE3EPBHOTO  KOMHWPOBAHMA,
o0ecreunBaOMUX HEOOXOAWUMBIA  ypOBEHb 3alIUTHl JAHHBIX B  CIydae
BO3HUKHOBEHHUS COOEB B paboTe cuctembl, npu 3ToM [lonp3oBaTensM goJbKHA
MIPEIOCTABIATHCA BO3MOXKHOCTH BBITIOJIHEHHSI PE3EPBHOTO KOMUPOBAHUS JaHHBIX
Ha HECHEMHBIC U ChEMHBIE YCTPOMCTBA XpaHEHUSI.

3.2. BoccTaHOBIEHUE CUCTEMBI

OYHKITMOHAIBHBIC  BO3MOKHOCTH  BOCCTAHOBJICHHSI  CHCTEMBI  JOJIKHBI
1mo3BoJIATh Bo3Bpamate AUC B cocrosiHue, npenmectBytoniee cooro. [Ipu 3Tom B
AUC He [0KHO TPOUCXOAUTHh moTepu (MO0 TOTepU JOJKHBI  OBITh
MUHHUMAJTbHBI) ¥ HCKQKCHUS TaHHBIX.

3.3. CpencrBa aAMUHUCTPUPOBAHMS, YIIPABICHUS U MOAACPKKU

B cocrta AWUC npomkHBl OBITh HHTETPUPOBAHBI TpadUUECKHE CpencTBa
aIMUHUCTPUPOBAHUSA W/WIM YTHIATHI KOMAaHIHOW CTPOKH, OOECIeUMBAIONIUE
s¢dexTuBHOE TMONMHOMACIITA0HOE U THOKOE yhpaBieHue (B TOM YHCIE
MOHUTOPUHT).

4. Cpena 6e3omnacHoctu AUC

4.1. Monenu yrpo3, xapakrepusie aiist AUC.

4.1.1.0cymiecTBieHue HECAHKIIHOHUPOBAHHOTO 03HAKOMJICHUS c
MEPCOHAILHBIMU  JAaHHBIMA PA0OOTHUKOB M BOCHUTAaHHUKAX, WX POAUTENICH
(3aKOHHBIX MPEICTABUTENECH ).

HcToYHUKM yrpo3bl — BHELIHHUH 3JI0YMBILIJICHHUK.

Cnoco6 (MeTon) peanusaluu yrpo3bl — mepexBar MHGOpMAIlMU U3 KaHAJIOB
nepenayd JaHHBIX C MCHOJb30BaHUEM CHEIMAIM3UPOBAHHBIX MPOTPaAaMMHO-
TEXHUYECKUX CPEICTB.

Hcrnonb3yemble yA3BUMOCTH — BO3MOKHBIE HEJOCTATKM MEXAHWU3MOB 3aIUTHI
uHopMaIMu Mpu ee mepegade Mo KaHajlaM Mepenadyd JaHHBIX, CBSI3aHHBIE C
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BO3MOXHOCTBIO ~ HECAaHKIIMOHUPOBAHHOTO  O3HAKOMJIEHUS C MepeaaBaeMou
uH(popMaIuent TpeTbUX JIHII.

Bun mHdopMmanuu, mOTEeHIMATIBHO MOJBEPKEHHON yrpo3e — MEepCOHANbHBIC
JaHHble  paOOTHMKOB M  BOCIUTAHHUKAX, UX poauTened  (3aKOHHBIX
MIPEJCTABUTENECH ).

Hapymaemoe cBolicTBO 0€301aCHOCTH — KOH(PUACHIIUATBLHOCTb.

Bo3MoxHbIE MOCHEACTBUSI pealu3ali yrpo3bl — HAHECEHUS MOPaJIbHOIO
W/ATW  MaTepUabHOTO yiiepba muily, (UTypupymOIIeMy B IEepeXBa4CHHOU
uH(popMaIuu. Hanecenue KOCBEHHOT'O MaTepuaIbHOrO yiepoa
00pa3oBaTEeNbHOMY YUPEKICHUIO.

4.1.2.  OcymiecTBI€HHE  HECAaHKIIMOHUPOBAHHOTO  O3HAKOMJIEHUS  C
MEePCOHAJLHBIMUA JIaHHBIMM PAOOTHUKOB M BOCIHUTAHHUKAX, WX POJUTENICH
(3aKOHHBIX MpEACTaBUTENCH) U UX MoaU(UKaIKs (B TOM YUCIE MOIMEHA).

NcToyHrKN yrpo3bl — BHEIIHUN 3JI0YMBIIUICHHUK.

Cnoco6 (MeTon) peanv3alu yrpo3bl — nepexBaT MHGOPMALMU U3 KaHAJOB
nepegay  JaHHBIX C  HCHOJIb30BAHMEM CIEHUAIM3UPOBAHHBIX IPOTPAMMHO-
TEXHUYECKUX CPEJCTB; MoAuduUKaius (B TOM YHCIE MOJAMEHA) MepexXxBayeHHOU
uH(bOpMAaIUU U HaBS3bIBAHKE JIOKHOW WH(MOPMAITUH.

Hcnonb3yembie ysI3BUMOCTU — HEAOCTATKA MEXaHU3MOB 3alIUThl HH()OpMaALIUU
Ipy €€ Tepeaade Mo KaHajiaMm Tepeayd JaHHBIX, CBSI3aHHBIE C BO3MOXKHOCTHIO
HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHUS U MOAU(DUKAIIUK (B TOM YHCIIE TIOJMEHBI)
nepeaaBaemMoi HHGOpMaIUH.

Bun mHdopmaiuu, mOTeHIMATBHO MOABEPKEHHOW yrpo3e — MEPCOHAIbHBIC
JaHHbIE PAOOTHUKOB U 00YYarOIITUXCS.

Hapyiaembie cBoiicTBa 6€30MaCHOCTH — KOH(DHUICHIIUATBHOCTh, IIEJIOCTHOCTD.

Bo3MoxHbIE MOCHEACTBUS PeaNU3alru yrpo3bl — HAHECEHUS MOPaJIbHOIO
W/WIYM  MaTepualibHOTO yiepba muiy, (UrypupyroniemMy B IepeXxBaueHHOU
nHpopMaIuu K3-3a HECAHKIIMOHUPOBAHHOTO PACKPBITUS KOH(PUACHIIMATBHON
MH(pOpMAaIUU WK PACTIPOCTPAHECHUS PACKPBITHIX JaHHBIX. HaHeceHne KOCBEHHOTO
MaTepHAIBHOTO yIiiepOa 00pa3oBaTeIbHOMY YUPEKICHUIO.

4.1.3. Hapymenue AOCTYMHOCTH, yTpaTa WJIM HCKAXEHUE MPEIOCTaBIISIEMbIX
MEPCOHAJILHBIX JAHHBIX PAa0OOTHUKOB M BOCIIMTAHHHUKAX, UX POJUTENEH (3aKOHHBIX
MIPEICTaBUTENECH), BCIEACTBUE COOEB (OTKA30B) MPOTPAMMHOIO M amnlapaTHOTO
obecreyeHusl.

Nctounnku yrpo3bsl — MporpaMMHOE U afapaTHoe oOecreyeHue.

Cnoco6 (Meron) peanu3alud yrpos3bl — cOou (OTKaszbl) MPOrPaMMHOTO H
anmapaTHOTO 0OECIICUCHMS.



Hcnonp3yembie ySI3BUMOCTA — HEIOCTATKH MEXaHM3MOB OOECTICUCHHUS
JOCTYITHOCTH ~ TpeOyemoil  umHpOpMaIuu, CBS3aHHBIE C  BO3MOXHOCTBIO
OJIOKMpPOBaHUS MPEAOCTABICHUS UH(POPMAIIMU HA HEAOIYCTUMOE BPEMSI.

Bun mHdopmanuu, moTeHUHATBbHO MOJABEPKEHHOM yrpo3e — MEpPCOHANbHBIC
JaHHbIE  pa0OTHUKOB M  BOCHUTAHHMKAX, MWX poauTened  (3aKOHHBIX
MIPEJCTABUTEINECH ).

Hapymaemoe cBoiCTBO 6€301aCHOCTH — IOCTYIHOCTb, JOCTOBEPHOCTD.

Bo3MOHBIE TOCHEACTBUS peaTU3aluy Yrpo3bl — HApyLIEHHUE CO CTOPOHBI
00pa3oBaTENbHOTO YUYPEXKICHUS B3ATHIX Ha ceOsi 00s3aTenbCTB MO 00paboTKe
NEPCOHANBHBIX JIaHHBIX PAOOTHUKOB M OOYYAIOIIMXCS U MOXKET IPUBECTH K
OpsIMOMY WJIM KOCBEHHOMY MarepuaibHOMY yiiepOy oOpa3oBaTeIbHOMY
YUPEKIEHUIO.

4.1.4. HapyuieHue COrJacOBaHHOCTH JAHHBIX B MEPCOHAIBHBIX TAHHBIX
paOOTHUKOB M BOCHUTAaHHUKAX, MX pOAUTENEH (3aKOHHBIX MpEICTaBUTENEH),
BClie/ICTBUE COOEB (OTKa30B) MPOTPaMMHOTO U amnmapaTHOro oOecTnedyeHus, a
TaK)Ke OMIMOOK MepcoHalia 00pa30BaTEIILHOTO YUPEKIACHHUS.

Ncrounnku yrpo3sl — MpOrpaMMHOE U armapaTtHoe o0ecrieueHue, paboTHHUKOB
JOV.

Cnoco6 (Meron) peanuzalud yrpo3sl — cOOM (OTKa3bl) MPOrpaMMHOIO
oOecrnieueHus n ook paboTHUKOB J[OY.

Hcnonb3dyemble yA3BUMOCTH — HEIOCTATKHU MEXAaHM3MOB 0OeCcHedeHHUs
corslacoBaHHOCTH JaHHbIX B b/l AVC, cBA3aHHBIE C BO3MOXHOCTBIO HAPYIICHUS
COTIJIaCOBaHHOCTH.

Bun mHdopmaiuu, mOTeHIMATBHO MOJABEPKEHHOM yrpo3e — MEPCOHAIbHBIC
JaHHbIE  paOOTHMKOB M  BOCINUTAHHUKAX, WX  poauTened  (3aKOHHBIX

pEACTAaBUTEIICH ).

Hapymaembie  cBolicTBa  O€30MaCHOCTM  aKTUBOB —  JOCTOBEPHOCTb,
LEJIOCTHOCTb.

Bo3MoOXHbBIE MOCHEACTBUSL peaM3allii  yrpo3bl — paccorjiacoBaHUE B

NEPCOHANBHBIX JaHHBIX paOOTHUKOB M 00y4daembiX, XpaHuMbix B b/ AUC, uto, B
CBOIO OYepeab, MNPUBEAET K BO3MOKHOMY HAHECEHHMs MOPAJIbHOTO W/WIK
MartepuanbpHoro yiiepoa J10Y.

4.1.5. OcyuiectBiaeHue A0cTymna (03HaKOMJIEHUS) C MEPCOHATLHBIMUA JaHHBIMU
BOCTIIUTAHHUKAX, WX POAWUTENCH (3aKOHHBIX TNpPEACTaBUTENCH), XPAaHUMBIMU H
oOpabatsiBaembiMu B AVIC, 6e3 coriacusi cyObeKkTa MepCOHAIbHBIX JaHHBIX WUITU
OKOHYAaHMS CPOKa JACUCTBUS TAKOTO COTJIACHSI.

HcTounnku yrpo3bl — yIIOJTHOMOYEHHBIE HA IOCTYI K IEPCOHATBHBIM JaHHBIM
BHYTPECHHHE W BHEIITHHUE MOJIH30BATEIIH.



Cnoco0 (Meton) peanu3alMd  yrpo3bl — OCYLIECTBICHHE JOCTyna K
NEPCOHANBHBIM JaHHBIM OOYYaroUIUuXcsi C HCIOJb30BAaHUEM IITATHBIX CPEJICTB,
IPeI0CTaBIsIEMbIX MPOrpaMMHO-annaparHeiM odecrieuenuem AVC.

Hcnonb3yemble  yS3BUMOCTH  —  HEJAOCTATKM  MEXAaHU3MOB  3aIllUTHI
NEPCOHANBHBIX ~ JAHHBIX  BOCHHTAHHUKOB, WX  pOJAUTENEH  (3aKOHHBIX
MIpE/ICTaBUTENEH), CBSI3aHHBIE C BO3MOXXHOCTBIO JOCTYNa K HUM 0€3 MUChMEHHOTO
coriacus CyObeKTa MEePCOHANBHBIX IAHHBIX MM IOCJIe OKOHYAHUS CpOKa €ro
JNEUCTBUSL.

Bun umHdopmanuu, moTeHUHATBbHO MOJABEPKEHHOM yrpo3e — MEpPCOHANbHBIC
JAaHHBIE BOCMIUTAHHUKOB, UX POJUTENCH (3aKOHHBIX MPEJICTaABUTEIICH).

Hapyiaemblie cBoiicTBa 6€30MacCHOCTH — KOH(UIEHIIUATBbHOCTb.

Bo3MokHBIE TOCHEACTBUS pealu3aldd Yrpo3bl — HECAHKIMOHUPOBAHHOE
O3HAKOMJIEHUE C TEPCOHAJIBHBIMM JAHHBIMU BEIET K HAHECEHUI0 MOpPaJIbHOIO
W/WIY MaTepHallbHOrO yiiepba oOydaronieMycst M3-3a HECAHKIHMOHUPOBAHHOIO
PACKpBITUS KOH(UAECHIMATLHON HHPOPMALIMH.

4.1.6. Buempenue B HUHPOPMAIMOHHYIO CHCTEMY OO0pa30BaTEIHLHOTO
YUPEXKJEHUS BUPYCOB U APYTOro BPEJOHOCHOTO IPOrpaMMHOr0 00ecredeHus pu
B3aUMOJEMCTBUM C BHEIIHUMHU CUCTEMAaMHU, a TAK)XKE MOJIb30BATENSIMU C HOCUTEINEH
MH(}OpMaLMH, UCIIOJB3YEMbIX HA ABTOMATHU3UPOBAHHBIX pa00OYHMX MECTaxX.

Hcrounrkn yrpo3bl — BHYTPEHHHE MoJb3oBarenu u pabotauku [0V,
BHEIITHUE CUCTEMBI.

Cnoco0 (Meron) peanu3aluyd yrpo3bl — BHEIPEHUE BUPYCOB U JPYroro
BPEIOHOCHOTO IPOrpaMMHOr0 OOECIeYeHHUsl MpH B3aUMOACHCTBUU C BHEIIHUMHU
cucteMaMu ((paityioBbIii OOMEH, HSJIEKTpOHHAs MMOYTa W T.I.), a TaKke IMpHU
UCIIOJIb30BaHUM CHEMHBIX HOCHUTENEH HMHQOpMAalMM Ha aBTOMAaTU3UPOBAaHHBIX
pabounx MecTax.

Hcnonb3dyemble  ysA3BUMOCTH  —  HEJAOCTAaTKM  MEXAHU3MOB  3aILUTHI
MH()OPMAITMOHHOW CUCTEMBI 00pa30BaTEIbHOTO YUPEKJIECHUS OT BHEAPECHHUS
BUPYCOB M JIPYroro BPEJOHOCHOI'O MPOTrPaMMHOIO OOECHEeYeHHUs], CBS3aHHBIE C
BO3MOXHOCTBIO BHEAPEHHS BHPYCOB W JIPYroro BPEIOHOCHOIO IPOrPAMMHOIO
o0ecrne4eHus.

Bun wnbopmarum, mMOTEHIIMANIBHO TOJBEPKEHHOW yrpo3e — MPOrpaMMHOE
obecnieueHre HHPOPMAIIMOHHON CUCTEMBI 00Pa30BaTEILHOTO YUPEKICHUS.

Hapyiaemoe cBoiCTBO 0€30MaCHOCTH aKTUBOB — LIETIOCTHOCTb.

Bo3MoOkHbIE TIOCIEACTBUS pealu3aldy yrpo3bl — HapYIIEHHUE PEXUMOB
(GYHKUIMOHUPOBAHUS MHOOPMAIIMOHHONW CUCTEMBI 00Pa30BATEIBLHOTO YUPEKIACHUS,
notepst (yTpara) U MCKakeHHe MH(GOpPMallMU, CHHKEHHE YPOBHS 3aIIUIEHHOCTU
MH(POPMALIMOHHOM  CHUCTEMBl ~ O00pa3oBaTeNbHOrO  yupexaeHus. Benmer k
BO3MOKHOMY MaTepHalibHOMY yIepOy 00pa30BaTeIbHOMY YUPEKACHHUIO.
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4.1.7.0cyuiecTBiaeHue HECAHKIIMOHUPOBAHHBIX UH()OPMAITMOHHBIX
BO3JleHcTBUM  (MOoAM(UKALMS  KOHPUTYPAIIMOHHBIX  JAHHBIX  MPOrPaMMHO-
anmapaTHbIX CpEACTB, MOAOOP ayTeHTHU(PUKAIMOHHON HMHPOpMalMK W T.N.) Ha
nHpopmarmorHyro cuctemy IOV, ocyIecTBIsIEMbIX U3 BHEITHIX CHCTEM.

NcTouHuKM yrpo3bl — BHEUTHUE 3JI0YMBIIUICHHUKH, BHEITHUE CUCTEMBI.

Cnoco®6  (Meron)  peanu3allud  YIpo3bl —  HECAHKIIMOHHPOBAHHBIE
nH()OpPMAITMOHHBIC BO3JCHCTBUS C HCIOJB30BAaHUEM  CIICIIHAIU3UPOBAHHOTO
IPOrpaMMHO-aIIAPATHOTO 00ECIIeYEHUSI.

Hcnonb3yempie  ysI3BUMOCTH  —  HEAOCTAaTKHM  MEXAHU3MOB  3ALUTHI
uH(GOPMAITMOHHON CHUCTEMBI 00pa30BaTeNbHOTO YUPEKICHHUS OT
HECAHKIIMOHUPOBAHHBIX BHEITHUX BO3JECHUCTBUML.

Bua undopmanuu, MOTEHUHAIBHO MOJBEPKEHHOU yIrpo3e — MPOrpaMMHO-
amnnapatHoe ooecnedeHue nHpopmarmonHout cucteMsl J10OY.

Hapymaembie cBoiicTBa 0€30MaCHOCTH AKTUBOB — KOH(UICHIMAIBHOCTD,
LEIOCTHOCT.
Bo3MoXkHbIE TIOCHENCTBUS peau3alMd yIrpo3bl — HAPYUIEHHUE pPEKUMOB

dbyakuuonupoBanus uH(opmanmonHoit cuctembl IOV, cHmwkKeHue ypoBHS

3aluIIeHHOCTH uH(opmarmonHoit cucrtemsl JIOY. Benmer k BO3MOXHOMY

MarepuasibHOMY yiiepoy J10Y.

4.2. ITonutuka u uenu 6ezonacuoctu ais AVC.
AUC pomxHa oOecrneunTh CIEJOBAaHUE MPUBEACHHBIM HUXE IpaBUiIaM
0€301MacCHOCTH:

1. JlomxHa ObITh OOecrieueHa perucTpamus U yueT NoJIydeHHs (BKIIIoYast yKa3aHue
CpoKa JeHCTBUA) coryiacusi oOydaromierocs Ha oOpabOTKy MpeaoCTaBICHHBIX
uM B JIOY cBOMX NEpCOHABHBIX JAHHBIX.

2. JlommkHa OBITH 0OecIieueHa BO3MOYKHOCTh HAJIC)KHOTO XPAHCHUS TTePCOHATBHBIX
JAHHBIX PAOOTHUKOB W  BOCIIUTAHHUKOB, WX poAWTENeHd (3aKOHHBIX
MpPEICTABUTENEH ).

3. JlomxHa ObITH oOecriedeHa BO3MOXKHOCThL Oe3omacHOTro BoccTaHoBlieHus AMC
mocJyie c00eB ¥ 0TKa30B MIPOrPAMMHOTO OOECTIEeYeHHSI M 000pYI0BaHHUS.

4. Jlomxkna ObITh  oOecreyeHa  3amuTa  WHGOPMAIMK,  COCTaBISIONICH
MEPCOHAJIbHBIE JaHHbIE PAOOTHMKOB M BOCHUTAHHUKOB, WX POJAUTENEH
(3aKOHHBIX TpeJCcTaBUTENEl), Npu ee o0paboTKe, XpaHEHUU U IMepeaaye
CHeIUaIN3UPOBAHHBIMY CPEJICTBAMH 3aIIHTHI.

5. lomkHo OBITH oOO€CIIEUeHO HaNW4We HaJICKAIIUX, 3allUIICHHBIX OT
HECAaHKIITMOHUPOBAHHOTO  HWCIOJb30BAaHUSA, MEXaHU3MOB PETHCTpAllUd M
npeaynpexaenus anmuauctpatopa AUC o mo0bIX COOBITHSX, OTHOCSIIIUXCS K
6ezomacHoctu AUC.
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6.

JlomkHo ObITh O0O€creyeHO HalIWyue HaJIeKaluX | KOPPEKTHO
(YHKINOHUPYIOIIHX CpeAcTB aIMUHUCTPUPOBAHUS 0e30macHOCTH
uHpopManmoHHoi cuctemsl JIOVY, HOCTYNHBIX TOJIBKO YHOJHOMOYEHHBIM
aJIMUHUCTPATOPAM.

JIOTKHBI OBITH MPEIOCTABIICHBI MEXaHU3MBI ayTeHTU(DUKAIHIH,
o0OecrieunBarOIUe aJCKBATHYIO 3alUTy OT MPSIMOTO0 WM YMBIIUIEHHOTO
HapyIIeHUs: 0€30MaCHOCTH HAPYIIUTEISIMHA C HU3KUM MOTEHIINATIOM HaIa eHHs.
JlomkHbl  OBITH  OO€CTeYeHbl MEXAaHM3MBbl TEHEpallH, HaJIeKAIIero |
3alIUIIEHHOTO paclpeleieHusl, YHUYTOKEHUsl KItoueBod wuHpopManuu, a
TaK)Ke MEXaHW3Mbl MK(POBaHUS, U (POPMHUPOBAHUS AIEKTPOHHONU LUPPOBOIA
noanucu. J[aHHple MEXaHU3MBI JTOJKHBI (PYHKIIMOHUPOBATH B COOTBETCTBHHU C
cepTU(UIIMPOBAHHBIMH AJITOPUTMAMH.

4.3. Ilonutuka u nenu 6e30nacHOCTH ajs cpenbl GpyHkunonuposanuss AUC.,

Cpena ¢yukunonupoBanuss AMC nomkHa oOecnedynTh — ClEAOBaHUE

MIPUBEJECHHBIM HIKE MTpaBUiaM 0€30I1aCHOCTH:

1.

JlomkHa ObITh 00ecrieueHa HHKEHEPHO-TEXHUUECKAs YKPEIIEHHOCTh 00BEKTOB
pa3MelleHusl CUCTeMbl OOpaOOTKM, XpaHEHUs M Iepenayd HHpopmaluu,
coJieprKalleil CBeIeHUs O IEPCOHANIbHBIX JaHHbBIX.

JlomkHa  OBITh ~ WCKIIOYEHA  BO3MOXKHOCTh  HECAHKIIMOHHPOBAHHOTO
¢u3znyecKkoro AOCTyma K MPOTPaMMHO-ANIapaTHBIM D3JIEMEHTaM CHCTEMBI
00pabOTKM, XpaHEHUs WU mepenayrd MHGOpMAaILMK, COJAEpXKallleld CBEACHUS O
MEPCOHANBHBIX JAHHBIX, CO CTOPOHBI TOCTOPOHHUX JIUII.

Ha oObexkTax cucreMbl 00paOOTKHM, XpaHEHHs M TIepefadyn uH)opmaiuwu,
coJiepkalieil CBeJIEHUsI O MEPCOHAIbHBIX JaHHBIX, JOJDKHO OBITh 00€CHEeUeHO
HaJIMYUE W HaJJeXallee HCIOJb30BaHUE CPEICTB AHTUBHUPYCHOM 3alllUTHI,
CepTU(UIIMPOBAHHBIX 110 TpeOoBaHUAM Oe3omacHOCTH. JlOJDKHO — OBITH
o0ecrnieyeHo peryisipHOe OOHOBJIEHUE aHTUBUPYCHBIX 0a3.

Ha oObekTax cucteMbl 00paOOTKH, XpaHEHUs W Tepenadud UHGOpMaluH,
COJIep>Kallle CBEJCHUSI O MEPCOHANBHBIX JIAHHBIX, JOJKHO OBITH 00€CTIEYEHO
OTCYTCTBHE HELITATHBIX MPOrPaMMHBIX CPEJCTB, HE MMEIOIIMX OTHOLICHHE K
npoiieccy GyHKIIMOHUPOBAHUST 00pa30BaTEILHOTO YUPEKICHHUS.

JlomxHBI OBITH OOECIeYeHbl YCTAaHOBKA, KOH(DHUTYpHpOBaHWE W YMPABIICHUE
nporpaMMHo-anmapatibiMu  cpeactBaMu  AVMC B COOTBETCTBUM €
PYKOBOJICTBAaMH M COTJIACHO OIICHEHHBIM KOH(UTYpaIusiM.

[lepconan, orBercTBeHHBbIH 3a anMuHuctpupoBanue AWMC, nomkeH OBbITh
OnmaroHaZie’)kHBIM U KOMIICTCHTHBIM, W PYKOBOJICTBOBaThCS B  CBOEH
NEATEIBHOCTH COOTBETCTBYIOLIEN JOKYMEHTAIUEH.

YnonnomouenHsle Ha pabory ¢ AMWC omepatopbl JOMKHBI  OBITh
OJlaroHaJIe)KHBIMH, PYKOBOJICTBOBAaThCS B CBOEH paboTe HKCILTyaTalMOHHOM
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nokymeHtarmein Ha AMC, a uX COBMECTHBIE NEWUCTBHS JODKHBI OBITh
HaIpaBJeHbl HCKIIOYUTENIbHO Ha BBINOJHEHUE CBOUX (DYHKIIMOHAJIBHBIX
00s13aHHOCTEH.
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JIMCT O3HAKOMJIEHUA

C INOJIOKEHUEM

06 obecneyeHnn 6€30NaCHOCTH AaBTOMATH3UPOBAHHON HH(GOPMALIMOHHON CHCTEMBI
MyHHLHUIAIBHOTO OXOIKETHOTO JOIIKOILHOT0 00pa30BaTeIbHOTO YUpeKACHUS
«Jlerckuii can Ne42 «MarepuHckast mikosia» ropoaa HeBuHHOMBICCKA

Ne | ®HO paborHuka Hata [Toanuck
n/n 03HAKOMJICHUS
1 | Jecpowlia ¥ 5. /3 6. 20/%
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7 I/&MW H.5 /3. 08 . 2077
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